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Common Memory Error
1. Buffer overflow

2. Buffer over-read

3. Race condition

4. Use after free

5. Null pointer dereference
M

Garbage Collection
Array Bounds
Programmer annotations

BN~

Runtime checks
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Programming, scripting, and markup languages

Rust is the most admired language, more than 80% of developers that use it want to
use it again next year. Compare this to the least admired language: MATLAB. Less

than 20% of developers who used this language want to use it again next year.

JavaScript

Python
TypeScript

@
Admired
e Desired

HTML/CSS

SQL

Rust

(&
Bash/Shell (all shells)

Go

Java

C++

Kotlin
(o
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Rust Borrow checker

All variables are initialized before use.
Can't move the same value twice.
Can't move a value while it is borrowed.

Can't mutate a value while it is immutably borrowed.
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Can't access a value while it is mutably borrowed (except through the reference).

Rust Unsafe

Dereference a raw pointer

Call an unsafe function or method

Access or modify a mutable static variable
Implement an unsafe trait

Access fields of unions
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Annotated source

.h

.C

at BINK][NI)) {
: tL Pyed §)
(i =0; 1 <NIj
pr (j =0; j < N\
C{1)[3] *= betq
br (k = 0; k <\
for (j =0; j 4

Clil[j] += al

N~ 0

[ a5~

Annotated source

IS

at BINK]INID) &
X, Ja ki

(1=0; 1 <NIj
pro(j = 0; § <N
CIi][j] *= bety
br (k = 9; k <}
for (j =06; j 4

TA

(6t

Ci)(4) += al
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Mixed precision
executable

exe
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G TAFFO ANNOTATION

int main(int argc, char *argv[]) {
float _ attribute_ ((annotate("scalar(range(-16384, 16384) final)"))) x_varl[il[j];

call void @llvm.var.annotation(ptr %x_var, ptr @.str, ptr @.str.1, 132 9, ptr null)
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TAFFO ANNOTATION

annotate!(let mut x_var = [0 _f32 ; | * J], "scalar(range(-16384. 16384) final)");

fn main() {

fn main() {
static mut range: &'static str = "scalar(range(-16384, 16384) final)";
static mut name: &'static str = "2mm.rs";
let mut x_var =[0 f32;1* J];
unsafe {
var_annotation(&mut x_var as *mut _ as *mut i8, &mut range as "mut _ as *mut i8,
&mut name as *mut _as *muti8, 9);
5}
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@ TAFFO ANNOTATION

fn main() {
static mut range: &'static str = "scalar(range(-16384. 16384) final)";

static mut name: &'static str = "2mm.rs";
let mut x_var = [0 f32; 1 * J];
unsafe {
var_annotation(&mut x_var as *mut _ as *mut i8, &mut raNge as *mut _ as *mut i8,
&mut name™sg *mut _as *mut i8, 2);

call void @llvm.var.annotation(ptr %X _var, ptr @.str, ptr @.str.1, 132 9, ptr null)
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Soundness

e unsafe
o Non-code-generating intrinsic

e TAFFO
o Doesn't Increase the size of the elements of an array.
o Doesn't change the size of a dynamic memory allocation.
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Experimental Setup

e STM32F2072G
o  ARM® Cortex®-M3 32-bit RISC 120 MHz
o  Flash memory 1 Mbyte
o RAM 128 KBytes
o NoFPU
e (lang15.0.7
e Rustc 1.64.0
o  -Z mir-opt-level
e Opt15.0.7
e PolyBench4.2.1

Gabriele Magnani — DEIB

POLITECNICO MILANO 1863




PolyBench-rs Unsafe Code

unsafe fn kernel_gemm fn uninit() -> Box<Self> {

<const NI: usize, const NJ: usize, const NK: usize>( let layout = std::alloc::Layout::new::<Self>();
ni: usize, unsafe {
nj: usize, let raw = std::alloc::alloc(layout) as *mut Self;
nk: usize, Box::from_raw(raw)
alpha: DataType, }
beta: DataType, }

C: &mut Array2D<DataType, NI, NJ>,
A: &Array2D<DataType, NI, NK>,
B: &Array2D<DataType, NK, NJ>,

)
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PolyBench/C

PolyBench-rs

define void @kernel_gemm([1024 x float]* %C, [1024 x float]*
%A, [1024 x float]* %B) {

%0 = getelementptr inbounds [1024 x float], [1024 x float]* %C,
i64 %indvars.iv9, i64 %indvars.iv5
%1 = load float, float™ %arrayidx5,
%2 = fmul float %1, 1.200000e+00
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define void kernel_gemm(

%"polybench_rs::ndarray::Array2D<f32, 1024_usize, 1024_usize>"* %C,
%"polybench_rs::ndarray::Array2D<f32, 1024_usize, 1024_usize>"* %A,
%"polybench_rs::ndarray::Array2D<f32, 1024_usize, 1024_usize>"* %B) {

%0 = getelementptr inbounds
%"polybench_rs::ndarray::Array2D<f64, 1024 _usize, 1024 _usize>",
%"polybench_rs::ndarray::Array2D<f64, 1024 _usize, 1024 _usize>"* %C,
i64 0,132 0, i64 %iter.sroa.0.091.us.us, i32 0,
i64 %iter2.sr0a.0.090.us.us.us
%1 = load float, float* %0, align 8
%2 = fmul float%1, 1.200000e+00
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3 PolyBench/Rust

El PolyBench/Rust (full bound checks)
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Conclusion

® Other LLVM-IR based languages
o Go, Swift

® Rust language extensions for annotation
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Thank You!
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